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I. [ Course aim |

Set up a Hacklab, a virtual environment totally isolated from the external network, in which you
can run tests in complete security.

IL. [ Course Prerequisites ]

* Computer with at least 8GB ram

* Enable virtualization on your computer to create virtual machines
* Have storage to install 2 virtual machines

Very little networking knowledge

(]

III. [ Enable virtualization ]

To activate virtualization, you need to go to your computer's BIOS, to go to the BIOS you need to
switch off your computer, then you need to press a specific key on your keyboard, which is
different depending on your computer model. The most common keys are F2, F10, F12, DEL, ESC or
F1 and F9. This key is often indicated when you switch on your computer. When you're in the BIOS,
you need to find the virtualization option and enable it.

IV. [ Hypervisor type 2(Hosted hypervisor) ]

The type 2 hypervisor runs as an application on our host machine, interacting with your hardware.
In our case, the type 2 hypervisor we'll be using is VIRTUALBOX

] Oracle VM VirtualBox Manager

File Machine Help

148 oo : & N N ¥+

Preferences Import Export New Add

Welcome to VirtualBox!

The left part of application window contains global tools
and lists all virtual machines and virtual machine groups
on your computer. You can import, add and create new
VMs using corresponding toolbar buttons. You can
Ppopup a tools of currently selected element using
corresponding element button.

You can press the F1 key to get instant help, or visit
for more information and latest
news.

Virtualbox 7.0 on this picture.
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V. [ Hack Lab - Setting up virtual machines ]

We've installed our type 2 hypervisor (Virtualbox). Now we need to set up our 2 virtual machines,
which will represent our hacklab. The two operating systems we'll be installing are :

M1 | [ATTACKER] Kali Linux by OffSec : Debian-based Linux distribution for advanced

penetration testing and security auditing.
M2 | [TARGET] Metasploitable 2 by Rapid7 : Ubuntu Linux intentionally vulnerable to

test common vulnerabilities.

Kali Linux 2023.4 Changelog ¢

32-bit Apple Silicon (ARM64)

Installer

Complete offline installation
with customization

4 torrent sum

Machine 1 (M1) - Kali Linux installation.

# Metasploitable

Metasploitable

Metasploitable is an intentionally vulnerable Linux virtual machine

Brought to you by:

20,000 ¢

Download

Machine 2 (M2) - Metasploitable 2 installation.

Downloads:

Get Updates

Share This
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Now we can start setting up our 2 virtual machines, Let's start with Kali Linux (M1).

FEBRUARY 2024

[] [y r— Create Virtual Machine

File Machine Help

1Y oo s O N

Preferences Import Export New Add

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you
choose will be used throughout VirtualBox to identify this machine. Additionally, you can selectan ISO

Welcome to VirtualBox! imaae which mav be used to install the auest operatina svstem.

The left part of application window contains global tools and
lists all irtual machines and virtual machine groups on your
ter. You can import, add and create new VMs using
corresponding toolbar buttons. You can popupa tools of
currently selected element using corresponding element
utton.

Name: Kali Linux
Folder: |Jhome/r4imdnn/Desktop/VIRTUAL_MACHINES/VM/KaliLinux|

150 Image: <not selected>

You can press the F1 key to getinstant help, or visit
e

for more information and latest news.
Type: Linux

Version: Debian (64-bit)

© NoSO image is selected, the guest OS will need to be installed manually.

Expert Mode Next [

Step 2 : Fill in the fields | Name | Folder where you
Step 1 : Click on New. want to create it | Type | Version.

Creste Virtual Machine

Creste Virtusl Machine . "
A Virtual Hard disk

If-you wish you can add a virtual hard disk to the new machine. You can either create anew

hard disk file or select an existing one. Alternatively you can create a virtual machine

without a virtual hard disk.

Hardware
You can modify virtual machine's hardware by changing amount of RAM and virtual CPU
count. Enabling EFI is also possible.

BaseMemory: 4096MB 2 Create a Virtual Hard Disk Now

4MB 16384 MB

DiskSize —

Processors:
1cPU

Enable EFI (special OSes only)

4.00 MB
Pre-allocate Full Size

Use an Existing Virtual Hard Disk File

Do Not Add a Virtual Hard Disk

Help Back Next Cancel
Cancel

prea " : Step 4 : Fill in the fields | Disk size I'm goin to use
Step 3 :Fill in the fields relative to your computer .
| RAM | CPU CORE. 60GB to install all the tools (30GB of tools).

Create Virtual Machine ] Oracle VM VirtualBox Manager

File Machine Help
* 4 & 3>

New Add  Settings Start

Summary

The following table summarizes the configuration you have chosen for the new virtual machine. When
you are happy with the configuration press Finish to create the virtual machine. Alternatively you can go
hark and madify the canfinuration =
2 General 2 Preview
% Machine Name and OS Type

Machine Name Kali Linux

Machine Folder Ihomejraim4nn/Desktop/VIRTUAL_MACHINES/VM/KaliLinux/Kali Linux

150 Image

Guest OS Type Debian (64-bit)
W Hardware

Base Memory 4096

Processor(s) 3

EFI Enable false
8 Disk

Disk Size 60.00 GB

Pre-allocate Full Size false

: i Linux

Operating System: Debian (64-bit)

O system

Base Memory: 4096 MB L
Processors:

Boot Order:  Floppy, Optical, Hard Disk

Acceleration:  Nested Paging, KVM Paravirtualization

O Display

Video Memory: 16MB
Graphics Controller:  VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

B Storage

» Audio

Back Finish || Cancel

Host Driver: Default
Controller: _ICHAC97.

Step 5 : Summary, click on finish to finalise the Step 6 : Go to settings
creation of our virtual machine.
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]
File Machine Help

o General
] System
[ pisptay
@ storage
P Audio
[ Network
# serialPorts
#® use
Ml Shared Folders
Bl User Interface

Kali Linux - Settings

Storage

Storage Devices Attributes

& Controller: IDE
© Empty

= Controller: SATA'

B Kali Linux.vdi

Optical Drive: IDE Secondary Device 0

Live CD/DVD

Information PR Choose a disk fils

fr_windows_7_ultimate_with_sp1_x64_dvd_u_677299.iso

Cancel

Step 7 : Go to the storag settins then click on "Empty" then click on the blue CD to select
the ISO file of your Kali Linux operating system that you downloaded before.

¥ ChooselCreate a Virtual Optical Disk...

kali-linux-2023 4-installer-amd64.iso
Win10_22H2_Englishinternational x64v1.iso
fr_windows_xp_professional_with_service_pack_3_x86_cd_x14-80440.iso

© [rT—

Homen  storage

System
[T Display
@ storage
P Audio

5 Network

Storage Devices
# Controller: IDE
O Kali-linux-2023 4-installer...
Controller: SATA
¥ Kali Linux.vdi

@ serial Ports
” usB
Ml Shared Folders

Bl Userinterface

Attributes

Information

Step 8 : Click on OK to finish.

]
File Machine Help

1t rous

Optical Drive: IDE Secondary Device

%) Kali Linux
"/ © powered Off

Live CD/DVD

Type:
Size:

Image
39568
/home/rdim4nn/Desktop/VIRTUAL...
Attached to: --

Locatior

Cancel Help

machine.

Oracle VM VirtualBox Manager

* 4 5

New Add Settings

2.

Start

2 General B Preview
ame: Kali Linux

Operating System: Debian (64-bit)

0 system

Base Memory: 4096 MB

Processors:

Boot Order:

Acceleration:

Kali Linux

Floppy, Optical, Hard Disk
Nested Paging, KVM Paravirtualization
D Display

Video Memory: 16MB

Graphics Controller:  VMSVGA

Remote Desktop Server: Disabled

Recording: Disabled

B Storage

» Audio

Host Driver: Default
Controller:  ICHAC97

& Network

Step 9 : Click on Start to launch your Kali Linux virtual

Kali Linux [Running] - Oracle VM VirtualBox

Machine View Input Devices Help

AN NG

Kali Linux installer menu (BIOS mode)

Graphical install
Install

Advanced options

fccessible dark contrast installer menu
Install with speech synthesis

ong s
Step 10 : Choose the graphical
installation to make it easier to install,
then follow the standard installation
steps.

= E|

3 Right Ctrl
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File Machine View Input Devices Help

B omP o1 2 3 G i [ O a0 |

oG a0onRs|aw

g attacker@KaliLinux: ~/Desktop
' File Actions Edit View Help
Trash E attacker@KaliLinux: ~/Desktop
File Actions Edit View Help
~/Desktop
update.sh

~/Desktop
update. sh

ot ~/Desktop

update.sh

~/Desktop

B

~ = = 3 e A

Step 11 : Once your Kali Linux installation is complete, | |Step 12 : The updates are complete, you must now
you'll need to update it. To do this, I've created a small | |reboot your Kali Linux machine to do this you can use
shell script that will execute the various update the "reboot” command.

commands. To start with, you need to create an
"update.sh" file (you can name it anything you like,
with a ".sh" extension at the end). To create this file,
you can use the "touch" command. Then you add each
command (sudo apt update, sudo apt list --
upgradable ....) to the file you've created, save it, and
finally run the script with the following command "sh
update.sh”.

=

attacker@KaliLinux: ~/Desktop

File Actions Edit View Help

)-[~/Desktop]
update.sh

e
oz / .download/kali kali-rolling InRelease
File System uil - ency t 5

alled, @ to remove and @ not upgraded.
Done
. Done
Done

Step 13 : You can re-run the shell script "update.sh”, created just before, to see
that there are no more updates to be made. Now, if you want to install all tools,
you can do so with the following command: "sudo apt install kali-linux-
everything".
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Now switch off your Kali Linux machine (M1) and set up the Metasploitable 2 machine (M2).

] Oracte VM VitualBox Manager

File Machine Help

i} ot o ¢ AN %+

Preferences Import Export  New  Add

B Kalli Linux Welcome to VirtualBox!
19 © poweredoff -

The left part of application window contains global tools and
lsts all virtual machines and virtual machine groups on your
‘computer. You can import, add and create new VMs using
corresponding toolbar buttons. You can popup a tools of
currently selected element using corresponding element
button.

Youcan press the F1 key to gt nstant help,orvsit
for more information and atest news.

Step 1: Click on New.

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you
choose will be used throughout VirtualBox to identify this machine. Additionally, you can select an ISO
image which may be used to install the guest operating system.

Name: Metasploitable2

Folder: Jhome/rdim4nn/Desktop/VIRTUAL_MACHINES/VM/Metasploitable2

SO Image: <not selected>

Type: Linux

Version: Debian (64-bit)

® No ISO image is selected, the guest OS will need to be installed manually.

Expert Mode Next Cancel

Step 2 : Fill in the fields | Name | Folder where you want to
create it | Type | Version.

Create Virtual Machine

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU
count. Enabling EFI is also possible.
Base Memory: 4096MB
4mB 16384 MB
Processors: ek
1Py
Enable EFI (special OSes only)

Step 3 :Fill in the fields relative to your computer
| RAM | CPU CORE.

[] Hord Disk Slector
Medium Selector
-

E L4

Add  Refresh

[ * VirtualSize  Actual Size

- Attached

KaliLinuxvdi 60.00GB  200MB

B Metasploitable.vmdk 1968 VMDKdiskimage 20 May2012

as

Cancel

Step 4-2 : Click on "Add", then select your
"Metasploitable.vmdk" file and click open.

Create Virtual Machine

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new
hard disk file or select an existing one. Alternatively you can create a virtual machine
without a virtual hard disk.

Create a Virtual Hard Disk Now

© Usean Existing Virtual Hard Disk File
Kali Linux.vdi (Normal, 60.00 GB)

Do Not Add a Virtual Hard Disk

Cancel

Step 4 : Now instead of creating a virtual hard disk we are
going to get the virtual hard disk from metaspoitable 2 that
we downloaded before (you have to unzip the zip file of
course) to use the virtual hard disk you have to select "Use
an Existing Virtual Hard Disk File" and then click on
the little folder.

a Hord Disk Seector
Medium Selector

B o

- VitualSize  Actual Size

- NotAttached
Metasploitablevmdk 8.00G8 17968

‘Search By Name - "

Choose | Cancel

Step 4-3 : Now click on Choose
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Create Virtual Machine

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new
hard disk file or select an existing one. Alternatively you can create a virtual machine
without a virtual hard disk.

Create a Virtual Hard Disk Now

Create Virtual Machine

Summary

The following table summarizes the configuration you have chosen for the new virtual
machine. When you are happy with the configuration press Finish to create the virtual
machine. Alternatively you can go back and modify the configuration.

% Machine Name and OS Type

Machine Name Metasploitable2
Machine Folder Jhome/raim4nn/Desktop/VIRTUAL_MACHINES/VM/Metasploitable2...
1S0 Image
Guest 0S5 Type Debian (64-bit)
M Hardware
Base Memory 4096
Processor(s) 3
EFI Enable false
B Disk
Attached Disk Jhome/raim4nn/Desktop/VIRTUAL_MACHINES/iso/Metasploitable2-L...

® Use an Existing Virtual Hard Disk File
Metasploitable.vmdk (Normal, 8.00 GB)
Do Not Add a Virtual Hard Disk

Cancel

Step 4-4 : Now you can move on to the next step.

Back Finish Cancel

Step 5 : Summary, click on finish to finalise the creation
of our virtual machine

®| Oracle VM VirtualBox Manager

»*4 o 2.
New Add Settings Start

- Name: Metasploitable2
L Operating System: Debian (64-bit)
- ® powered Off

File Machine Help

O system
@ Metasploitable2 - Base Memory: 4096 MB Metasploitable2
o raor g Processors: 3
S Boot Order:  Floppy, Optical, Hard Disk
Acceleration:  Nested Paging, KM Paravirtualization

I Display

Video Memory: 16 MB
Graphics Controller:  VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

B storage
» Audio

Host Driver: Default
Controller:  ICH AC97

& Network
Adapter1: Intel PRO/1000 MT Desktop (NAT)

WARNING : Do not start your virtual machine
metasploitable 2. You must isolate this virtual
machine from the Internet.

© R4IM4NN
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VI. [ Hack Lab - Network isolation ]

To isolate your HackLab, you need to configure the network of the 2 virtual machines (Kali Linux
and Metasploitable 2). Let's start with the Metasploitable 2 virtual machine.

FEBRUARY 2024

B - ] Metasploitable2 - Settings
File Machine F
General Network

ag Tools System

Adapter1 Adapter2 Adapter3  Adapter4
Display
v Enable Network Adapter

- @ powere SEESdE

Attached to: Internal Network
Audio

?—x Metasploil Name: Network_HackLab

| ® powere Network

» Advanced
i Serial Ports

L]

TR} |:|

l?!—-\ Kali Linux E
3

)

&

[ 4

USB
[ Shared Folders
i User Interface

Cancel Help

You must select the network mode: "Internal Network" then choose a name, I chose "Network_HackLab"
then click on "OK" to finish.

Now we'll do the same thing with the Kali Linux virtual machine.

1] Kali Linux - Settings

File Machine
General Network

=r Tools System
Adapter1 Adapter2 Adapter3  Adapter4
Display
l?—-\ Kali Lin S v Enable Network Adapter
J
- © pow Attached to: Internal Network
Audio
==, Metasp ST Name: Network_HackLah\
< ® pow * Advanced
@®* Serial Ports

UsB

[ Shared Folders
E User Interface

Cancel Help

© R4IM4NN
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We are now going to configure the network with a static IP address on the 2 virtual machines (Kali

Linux and Metasploitable 2) so that these 2 virtual machines can communicate. Let's start with
the Kali Linux.

FEBRUARY 2024

L0 A 0us | a W O 6% A 00| a W

Bue :
Step 1 : With the "ip a” command we can see that Step 2 : Here is an example of configuring the
we do not have an IP address on our network ethO interface.

interface (Ethernet in my case) ethO, in your case it
may be different but it remains the same
process.We must assign an IP address to this
network interface and for this we must modify the
"interfaces" file which is located at
"/etc/network/interfaces". To modify this file
you must have root rights, in my case I used nano
(text editor in the terminal).

T X aEE

ctions  Edit View Help

Step 3 : We must now restart the network
services and then we can see that our ethO
network interface has the IP address that we have
fixed.

© R4IM4NN
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Now we'll do the same thing with the Metasploitable 2. The login credentials are msfadmin for

login and password.

File Machine View Input Devices Help

GNU nano Z2.0.7 File: ~etcsnetwork-interfaces
# This file describes the network interfaces available on your systenm
3

and how to activate them. For more information, see interfaces(5).

# The loopback network interface
auto
iface lo inet loopback

# The prinary network interface

auto cth®

iface etho imet static
address 192.168.1.11
network 192.168.1.0
netmask 255.255.255.0
gateway 192.168.1.1

[§ Get Help WriteDut

Justif

-

? Metasploitable [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
nsfadninemetasploitable:™$ sudo setcsinit.dsnetworking restart
= Reconfiguring network interfaces...

SIOCPELRT: No such process

nsfadmin@mctasploitable:™§ ip
17 1o <LOOPBACK,UP, LOUER UP5 mtu 16436 qdisc nogueue
linksloopback 00:00:00:00:60:00 brd 60:00:00:00:00:08
.0.1,8 scope host lo
128 scope host

inet 192.168.1.11-24 brd 192.168.1.255 scope global etho
ineth 1eb0::a00: 2701 fead:bet //b4 scope 11ink
valid_1ft forever preferred_1ft forever

WETASPIoTraTTe ™9

Input Devices Help

nsfadnin@nctasploitable:~$ ip addr show ethe
2: eth0: (BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdlsc pfifo_fast glen 1000
linksether 08:00:27:a3:b7:£7 brd £f:ff:ff:fF:fF:
inet 192.168.1.11.24 brd 192.168.1.255 scope glnbal etho
inet6 FeBO::a00:27ff :fea3:b7f 7,64 scope link
valid_Ift forever preferred_Ift forever
nsfadnin@netasploitable:™$ ping -c1 192.168.1.10
PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data.
64 bytes from 192.168.1.10: icmp_seq=1 ttl=64 time=z.24 ms

—-- 192.168.1.10 ping statistics -

1 packets transmitted, 1 received, 0x packet loss, time Ons
rtt minsavg/max/mdev = 2.247/2.247/2.247/0.000 ms
nsfadmin@netasploitable: ™ ping -c1 8.8.6.8

PING 8.8.6.8 (8.8.8.8) 56(84) bytes of data.

Fron 192.168.1.11 icmp_seq=1 Destination Host Unreachable

--- 8.8.8.8 ping statistics
1 packets transmitted, 0 received, +1 errors, 100x packet loss, tine Ons

nsfadnin@metasploitabl 5

» Kali Linux [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

BompPor-

attacker@KaliLi
File Actions Edit View Help

te UP group default glen 1000

scope link proto kernel 11
t forever

-c1 192.1
.168.1.11 w19 1»» 1.11) 56(84) b)te') m
64 bytes from 19: 1

— 192.168.
1 packets
rtt min/

Now you can try to ping the machines between each other. VOILA ! You can see that the two
machines communicate with each other and do not communicate with external networks.
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VIL [ Hack Lab - virtual machines snapshots ]

FEBRUARY 2024

Now that your Hack Lab is ready for use, you'll probably be doing a lot of tests on it, and breaking
things on operating systems. If there's a problem, so that you don't have to reinstall everything,
there's a thing on virtualbox called a "snapshot”, which is simply a capture of your system at a
given moment, allowing you to go back in time in the event of problems on your machines.

= Oracle VM VirtualBox Manager e —

File Machine Snapshot Help

1§ oo ] F e » >

Take Properties Clone ~ Settings Start

File Machine Snapshot Help
1Y reus R 8 3 ¢ » >
Take Properties Clone  Settings
=~ KaliLinux =0 | (5] etaits e
@ Powered Off g

2~ KaliLinux :
I ® powered off : © Current State

Snapshots
ey Metasploitable2 &

z Bm Metasploitable2
< ® powered Off

7 ® powered Off P Snapshot Name
Clean OS

Logs

8 Activity

Snapshot Description

‘This operating system has just been installed.
ES File Manager

Ok Cancel Help

Step 1 : Click on the three dashes and select "Snapshots". Step 2 : Click on "Take", then enter the name of the

snapshot and a description if you wish, and finally
press "Ok".

Oracle VM VirtualBox Manager

R B H e

Delete Restore Properties Clone

File Machine Snapshot Help

&~ Kali Linux (Clean OS) a Name Taken
fJ © powered Off g * % Clean OS 19 Feb 2024 17:48:21 (25 seconds ago)
© Current State (changed)
l?—\ Metasploitable2
% © powered Off

Voila! If you have any problems, you can restore your machine at
any time.

Now do the same with the Metasploitable 2 virtual machine. After that, you'll be able to use both
machines safely and without any problems.
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VIII [ Thanks ]

This course is over, I hope I was clear and that this course was not difficult to understand. Thank
you for reading this course and there are many more coming soon.

See you soon.

R4IM4NN
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